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CYBERSECURITY

6 REASONS TO WORRY
ABOUT NETWORK SECURITY
The adoption of new

technologies and i‘ ‘
bﬂ

=

platforms, from cloud »
computing 1o social
netwaorking, opens new
avenues for increasingly
sophisticated
cyberattacks. And

even old methods of attacks are getting
smarter.

CYBERSECURITY

RECRUITING THE GOOD GUYS
Universities in three states are wrapping
up their first summer boot camps help
recruit talented students into the ranks
of the security good guys, as part of a
program organizers hope will spread 1o all
50 states,

NETWORKING

HOW TO SUCCEED WITH IPV6G
The Nawvy's

Space and Naval m

Warfare Systems

Center Pacific v
has been operating

a fully integrated

IPv6 environment since 2003, and its

experiance could help other agencies that
are getting ready to make the move.

INTERVIEW

MELVIN GREER
Lockheed Martin's
cloud computing
chief architect
makes his case for
using enterprise
architecture as
a catalyst for
innovation,
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10 in TUNE WITH PCs
System Mechanic 9.5,
which adds Windows 7 and
Vista compatibility, keeps
PCs up-to-speed and can
improve security, foo,
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Rocsafe MX is a small
external drive that finds
the right balance between
portability and security.

IE SMART COMPANION
The Redfly CF lets you
leave your laptop at home.

17 LAB IMPRESSIONS
The tale of Intel and AMD

benchmarks. = Spending
the summer with a Droid.
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Rocsafe Puts Securi
Into Portable Drive

External hard drive’'s small size, two-factor
authentication puts 500G safely in your pocket

BY GREG CROWE | GCHN STAFF

PORTABILITY AND SECURITY don
often go hand in hand. All too often, one
must be -q_'-l_l-||'|E'lJ|:II'I'Ii‘i-:!-:.‘| for the sake of the

other, Although more common lately, it’s still

board, enclosed in proteciive
casing. The whole thing weighs
8.2 ounces and measures 3.1
inches by 3 inches by 0.9 inches.
It easily fits into any of the

pockets of our lab coats.

GCNLAB
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ROCSAFE MX

PROS: FIFS 140-2
LEVEL 3-COMPLL-

a special twin-plug cable — or
with a FireWire 400 or 800
port connection. If your com-
puter provides power unreli-
ably through those ports, there
is also, available separately. a

a rare thing to see the two concepts working Because the manufacturers ::L-L‘;:;‘[EELTI;ﬁ- DC power adapter for use with

smoothly together as well as they do with did not cite any Mil-Std 810F ENCYRPTION. the device.
the Rocsafe MX portable hard drive from  compliance for ruggedness, we EHHEET-I{EEES';T,‘&% Rocsafe MX complies with
Rocstor. did not perform drop tests or TO RESPOND: DIS- the Federal Information Pro-
The Rocsafe MX, which is a part of Roc-  other rugged testing, However, f:;.'_w o cessing Standards 140-2 Level
stor’s Rocsecure line, consists of a 500G,  we found the casing to be rather 3 specification by providing
2.5-inch Serial Advanced Technology At durable and, in our opinion, ::ﬁiﬂ;ﬁﬁ:* two-factor authentication. We
tachment (Serial ATA) hard drive con- should be able to withstand FEATURES: A- have not found this very often
nected to a circuit moderate amounts of :::-EHEE-:;;SE (6350 on portable drives, so we were
rough handling. GOVERNMENT) pleased to see it used for the

We were pleased

Rocsafe MX. First, a smart card

to see that you that is IS07816-compliant is

could power the Rocsafe inserted in the slot at the bottom. Then a
MX by connecting it to
two USE 2.0 ports —

and it comes with

password is entered on the touchpad keys on
top of the drive.

Passwords can be any cight-digit string of
numbers. But because the RocSafe only has
number keys on its touchpad, the password
must be numeric. And a user would need
to be careful about substituting letters for
numbers for mnemonic purposes because
the letters printed under each number do not
match the rather universally used pattern on
telephone keys. And because the password is
not truly alphanumeric, the Rocsafe MX is
limited to 100 million combinations, which,
although sufficient for most uses, is far less
than the more than 200 billion different
passwords a similarly lengthy string of num-

bers and letters affords.

- TIOH
The Rocsafe MX
uses both smart-card and password
antry to comply with FIPS security
requirements.

W O-FAL

Once authentication is complete, the Roc-
safe MX shows up as a removable drive on
the computer’s operating system. At this
point, files on the drive are accessible, and

14 ocB.16.10



you can copy files to the drive, When you are
done, vou just disconnect the Rocsafe MX as
you would any other portable drive.

We found the touchpad to be a little diffi-
cult to use, as we had trouble entering some
of the numbers on the first try.
However, the size of the Rocsafe
MX makes it easy to hold in one

Many things set the Rocsafe MX apart
from other secure, portable storage options.
One is that the 256-bit Advanced Encryp-
tion Standard encryption is done on the
hardware level, which is more secure than

2.0 connection, we timed how long it took to
copy a folder with approximately 2G of vari-
ous files. We did the file transfer several times
in both directions and averaged the results. In
this environment, the Rocsafe MX achieved a
data transter rate of 95.4 megabits/
sec when copying to the drive and
193.3 megabits/sec when moving

Many factors set the Rocsafe

hand as the smart-card insertion
and password entry is performed

MX apart from other secure,

portable storage options.

with the other, which should help
keep incorrectly entered numbers

to @ minimum.

Although the pad lights up quite brightly
when the Rocsate MX is first powered up, it
dims a bit too much afterward, making read-
ing the status and error lights difficult. We
got around this by shading the display with a
hand, but a user might not always have this
luxury. Without a display to tell you that a
key has been pressed, the Rocsafe MX relies
upon making clicking sounds, which serves
the purpose quite nicely. The click is sound-
ed twice when a correct password is entered.

files from the drive to the computer.
Those are pretty good rates for an
encrypted drive, especially consid-
ering the chokepoint that USB can

r

software-based encryption.

And although most drives focus on data
security through encryption, sometimes de-
fenses against physical hacking are lax. Not
so with the Rocsafe MX. The circuit board
has a special epoxy that will cause the board
to break if it is tampered with. And of course,
because it is at heart a regular Serial ATA
hard drive, the Rocsafe MX can be used with
Windows or Mac systems.

To test the drive performance via a USB

be on a busy computer.

Rocstor is selling the Rocsafe MX for $795.
Although that is greater than the cost of a
regular hard drive by about a factor of eight,
the functioning two-factor authentication
makes this a worthwhile price. The govern-
ment price drops to an impressive $350 —
quite a bargain.

With the Rocstor MX. at last, |;.-::|r1:|hilitg,.'
and security can be thought of as allies in-
stead of rivals,

Rocstor, www rocstor.com

Secure Multilevel Computing

Tl B S SR B A

| Completely secure, TVE is a software application that allows access
to unprotected and protected networks all on one machine.

Simultaneous Access to Multiple Operating
Systems, Security Levels, and Domains

* Easy to use and manage, TVE increases operational efficiencies
« Easily integrates into existing network infrastructures
Consolidates computing platforms and networks
Cost-effective, lowers total cost of ownership
Environmentally friendly, TVE reduces power consumphion

and waste

-tﬂi’l mare about how TVE can help you. Visit www.gdcds.com/tve
nrnl BE8-Type1-4-1.
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